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Anyone following the state of cybersecurity knows that cyberattacks have become 

much more numerous, targeted, elusive, and damaging. A recent Internet security report 

estimated there were 670 million brand new malware variants—or almost 2 million per 

day—in 2017 alone. That same year, one in 13 Web requests led to malware, new mobile 

malware variants spiked 54 percent and ransomware attacks grew 46 percent, with 5.4 

Billion WannaCry attacks blockedi. In most cases malware infection was just the first stage 

in a targeted advanced persistent threat (ATP), ransomware or crypto jacking attack. 

Emerging technologies, such as the Internet of Things, artificial intelligence, and hybrid 

cloud computing have expanded the average organizational attack surface, making 

detecting and understanding the full scope of today’s attacks much more challenging. 

At the same time security expertise has been in short supply. According to Cybersecurity 

Ventures, 3.5 million cybersecurity positions will go unfilled in 2021ii. 

The financial impact of today’s security breaches is considerable. The Ponemon Institute’s 

2018 Cost of a Data Breach Study estimated the average total cost of a data breach at 

$3.86 million in 2018, with the probability of a material breach for an organization in the 

next 24 months reaching almost 25 percent. The mean time to identifying a breach was 

a frightening 197 days and containing it once detected 69 days. This is unfortunate, as 

companies that contained a breach in less than 30 days saved more than $1 million 

compared to companies that took more than 30 days to contain itiii. 

 i Symantec, Internet Security Threat Report, 2018

 ii Cybersecurity Ventures, Cybersecurity Jobs Report: 2018-2021, 2017

 iii Ponemon Institute, 2018 Cost of a Data Breach Study: Global Overview, 2018

How Hillstone’s AI Driven Security Analytics Detect 
and Eradicate Threats Pre and Post Breach
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The combination of stealthy attacks, increasing damage 
and security talent shortages is the reason organizations 
increasingly seek tools and strategies to both block new 
attacks at the perimeter and detect and eradicate the 
ones that make into the network before they can do their 
damage. To cope with the latest attacks, emerging tools 
employ artificial intelligence (AI), machine learning (ML) 
and behavioral analytics across multiple sources, including 
continually updated threat intelligence, to detect, analyze 
and eradicate today’s newest, most sophisticated multi-
pronged threats quickly and efficiently. 

Machine learning is a type of artificial intelligence that 
learns continually from new data and experience, adjusting 
to change and improving accuracy without the need for 
explicit human instructions. This capability is invaluable for 
detecting and understanding new attacks in a constantly 
changing, accelerating threat environment. ML-enabled 

systems continually analyze millions of new variables and 
data points to learn what is currently normal and abnormal 
behavior indicative of a likely threat. 

Hillstone employs the most advanced techniques in ML 
and behavioral analytics in its intelligent Next-Generation 
Firewall (iNGFW) and Server Breach Detection System 
(sBDS). These techniques include Abnormal Behavior 
Detection (ABD), Advanced Threat Detection (ATD), 
Network Traffic Analytics (NTA), and Complete Kill Chain 
Mapping (CKCM), combined with threat correlation and 
analysis. Together, Hillstone’s strategies move beyond 
typical security analytics (See) to Actionable Analytics and 
Decision making (See, Understand, Act). 
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https://www.hillstonenet.com/products/intelligent-next-gen-firewalls-t-series/
https://www.hillstonenet.com/products/hillstone-breach-detection-system-i-series/


Abnormal Behavior Detection (ABD)

In an environment of almost 2 million new malware 
variants a day, it’s all but impossible to detect the signature 
of every single attack. It is possible, however, to identify 
abnormal network and server behaviors, such as lateral 
movement, internal scanning, or data exfiltration, that are 
often indicative of an attack. Hillstone does just that via 
user behavioral analytics (UBA). 

Upon installation, Hillstone’s user ABD engine goes through 
an initial learning phase during which it analyzes the normal 
behavior of internal networks, servers and host machines,  

extracting baseline behavioral actions and rendering them 
in to a mathematical model. 

Once the learning phase is complete, ABD harnesses the 
model to detect any behavior on these machines that is 
not typical. For example, if a host machine suddenly starts 
sending out large numbers of SMTP packets, exceeding 
the threshold established during the learning phase, the 
ABD will flag the activity as suspicious. Such an action may 
indicate unauthorized access to the email server with the 
intent to send out large volumes of SPAM.

Here’s How They Work.
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Advanced Threat Detection (ATD)

Aside from detecting just abnormal behavior, Hillstone 
harnesses machine learning and mathematical modeling 
to identify behavior specifically characteristic of known 
malware. 

Hillstone’s ATD engine continually extracts characteristics 
of millions of known malware families for analysis, 
harnessing unsupervised machine learning algorithms and  
mathematical modeling to identify the common features of  
each. It then creates a clustering model of these features, 
which it updates continuously from the Hillstone cloud 
based on new threat intelligence.

When the ATD suspects malware, it inspects suspicious 
packets further and extracts and processes threat relevant 
features via the model. It then assigns a predicted threat 
severity with a specific confidence level and presents this 
information with forensic evidence and relevant threat 
intelligence to propose an appropriate action in response. 

The ATD engine is a powerful tool for identifying and 
tracking the most current malware families and all their 
variants. Unlike legacy security strategies aimed solely at 
blocking individual threats, Hillstone’s ABD and ATD draw 
and correlate analysis across multiple sources to get a 
comprehensive view of the entire threat environment so 
results are more accurate and effective

Network Traffic Analytics (NTA)

Hillstone’s Network Traffic Analytics engine monitors and 
collects information on traffic moving between internal 
servers, as well as between internal servers and an internal 
host or a host and the Internet. Similar to ABD, NTA uses an 
initial learning period to analyze and baseline normal traffic 
behavior, including hourly traffic baselines from servers 
and daily, weekly and monthly baselines of traffic from host 
machines or external networks to servers or other host 
machines. 

After the initial learning period, NTA switches to detection 
mode, analyzing traffic over hourly, daily, weekly and 
monthly periods. If any traffic exceeds normal thresholds, 

NTA generates an alert that displays the abnormal traffic 
data graphically with arrows indicating traffic direction 
and red and green colors indicating abnormal and normal 
traffic. 
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Cyber Kill Chain

The Cyber Kill Chain model created by Lockheed Martin has 
been used widely in the cybersecurity environment to map 
and classify diverse detection and mitigation information 
in order to help security administrators trace the likely 
stages of an APT in progress. Cyber Kill stages include 
Initial Exploit, Delivery, Command and Control, Internal 
Reconnaissance, Lateral Movement and Data Exfiltration. 

Hillstone maps all the information it collects and analyzes 
from threat intelligence and its multiple detection engines 
to each stage of the Cyber Kill Chain, enabling security 
staff to monitor and trace a threat at each stage of its full 
lifecycle. It then offers detection and mitigation strategies 
that enable security administrators to take the right action 
stop the attack at each stage.

See Understand Act

Indicators of Compromises (IOCs)
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Threat Correlation and Analytics (TCA)

Hillstone’s Pluggable Threat Correlation Engine analyzes 
and correlates information on indicators of compromise 
(IOC’s) from signature-based IPS and AV engines etc., 
and AI/ML-based ABD, ATP and NTA on multiple network 
sources, as well as with continually updated threat 
intelligence. This allows it to connect all the dots of an 
attack and provide visibility into the progress of suspected 
breaches over time. 

Capabilities include tracing attacker and victim addresses, 
threat event sequences and other spatial and temporal 
threat event information. In doing so TCA can quickly 
identify and track highly suspicious attacks as they 
progress and alert the administrator that an internal host 
has likely been compromised and is participating in a 
targeted, complex attack.
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Hillstone AI Empowered Solutions

Hillstone harnesses its advanced AI-driven strategies 
and technologies in solutions that sit both at the network 
perimeter to block attacks and internally on the network 
to detect, track and mitigate cybersecurity breaches in 
progress. 

Hillstone’s Intelligent Next Generation Firewalls (iNGFW) 
focus primarily on the network perimeter, harnessing 
traditional IPS/AV signature-based strategies together 
with AI enabled advanced threat detection and abnormal 
network layer behavior analysis to detect and block the 
latest threats both pre and post breach. iNGFW can 
identify and prevent threats associated with high risk 
Web applications and provide policy-based control over 
applications, users and user groups. It also harnesses 
powerful engines to perform threat event correlation across 
multiple sources and continually updated threat intelligence, 
providing comprehensive visibility into breaches and their 
attack paths. 

Hillstone’s Server Breach Detection System (sBDS) sits 
inside the corporate intranet near critical servers and hosts, 
harnessing AI-enabled server behavior modeling, cyber kill 
chain and inter-server traffic analysis to detect and address 
the breaches that make it past the firewall. sBDS provides 
comprehensive visibility into server breaches and their 
attack paths and stages as well as mitigation strategies for 
eradicating attacks at all stages to protect critical assets 
and date from the enterprise network. 

Hillstone’s iNGFW and sBDS offer the most advanced, 
powerful solution for detecting, containing and eradicating 
the newest, most sophisticated and potentially costly 
attacks both at the network edge and inside the network 
before they can do their damage. 

Protecting valuable information assets is a major challenge 
for any organization in a constantly changing, accelerating 
cybersecurity environment. With capabilities such as 
Hillstone’s AI-enabled attack detection and mitigation 
capabilities, however, organizations can stay ahead of the 
game, continually protecting their assets and reputations 
with the best cybersecurity technologies and strategies 
available. 

https://www.hillstonenet.com/products/hillstone-breach-detection-system-i-series/
https://www.hillstonenet.com/products/intelligent-next-gen-firewalls-t-series/
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Security is now a risk management discipline. In this post-breach world, we’ve evolved from perimeter-based security to 
needing pervasive security across enterprise campuses, branch locations, private data centers and public cloud. Point 
solutions don’t provide the scope of protection needed, and enterprises need an innovative, affordable platform that can 
provide end-to-end coverage.

Hillstone Networks’s enterprise security and risk management solutions provide visibility, intelligence and protection to 
ensure enterprises can comprehensively see, thoroughly understand and rapidly act against cyber-threats. Recognized by 
leading analysts, Hillstone’s solution easily deploy across edge to the cloud providing a scalable security suite that fits any 
enterprise. Our mantra “Security that Works!”, was born from customers frustrated with hyperbolic competitor claims who 
then experienced Hillstone’s family of security and risk management solutions. 

Why Hillstone?
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